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Abstract:

The widespread expansion of adaptive algorithms and generative artificial intelligence across learning environments
calls for an urgent re-evaluation of digital competency criteria. Conventional frameworks for technological literacy tend
to prioritise mechanical execution—such as software operation, prompt engineering, and productivity gains. Although
artificial intelligence offers diverse pedagogical utilities, including personalised study portals, automated grading
mechanisms, and facial analysis tools for monitoring student behaviour, the societal and ethical fallout of these
deployments is rarely addressed within K-12 settings. This study introduces a comprehensive educational model that
merges technical aptitude, practical ethics, and systemic fairness. By synthesising current literature, empirical
implementation studies, and international benchmarks (including the UNESCO AI Competency Frameworks for
Students and Teachers), this paper pinpoints severe vulnerabilities in existing educational rollouts: systemic algorithmic
bias, data privacy exploitation, cognitive erosion, and widening socioeconomic digital divides. Finally, it outlines an
applied three-stage structural model—Understand, Scrutinise, and Equitable Creation—designed to transition
educators and students from passive technology consumers into ethical assessors and active co-creators.

Keywords: Al Literacy, Algorithmic Bias, Digital Equity, Educational Technology, Human-centered Al, Pedagogical
Governance.

1. Introduction

The educational technology sector is undergoing an unprecedented paradigm shift. Powered by predictive learning
analytics, large language models (LLMs), and automated testing engines, artificial intelligence has transitioned rapidly

from experimental trials into routine classroom instruction.

While institutional narratives frequently celebrate artificial intelligence for streamlining repetitive duties and tailoring
content, implementation has outpaced both ethical frameworks and pedagogical theory. Embracing new technologies

without rigorous examination exposes schools and universities to severe hazards:

e Cognitive dependence and intellectual deskilling: Heavy reliance on generative outputs threatens core

analytical and metacognitive growth.

e Surveillance and privacy erosion: Unmonitored data collection monetises learner records, triggering major

concerns regarding student data rights.

e The amplification of marginalisation: Pre-trained algorithms frequently encode cultural, racial, and economic

prejudices, penalising underrepresented student groups.

Digital literacy can no longer be restricted to basic instructional manuals. In contemporary education, Al literacy must
operate as a multi-dimensional competency that integrates functional mechanics with social responsibility and equitable

access.
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Al Literacy Framework

To establish a concise and robust framework for educational leaders, Digital Promise integrated diverse perspectives.
Insights were drawn from scholarly models such as Almatrafi et al. (2024), Druga et al. (2021), Ng et al. (2021), and Lee
and Long (in press). Ethical decision-making components were informed by the SAFE Benchmarks Framework
(EASAFE Al Alliance, 2024). Additionally, human justice perspectives draw upon critical research and journalism
regarding algorithmic prejudice (e.g., Benjamin, 2019; Broussard, 2023; Buolamwini, 2023; Noble, 2018; O'Neil, 2016)

alongside educational scholarship on tech justice and responsible implementation (White & Scott, 2024).
Conceptual Clarification & Dimensions of AI Literacy

Al literacy transcends static proficiencies like standard typing or web browsing; it demands an understanding of human
agency within collaborative human-machine relationships. Current literature categorises comprehensive Al literacy

across three foundational domains:
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Artificial intelligence (Al) is revolutionizing higher education globally through various tools such as intelligent tutoring
systems, customised learning analytics, and information retrieval platforms. However, its implementation presents
significant ethical challenges, including algorithmic bias, risks to data privacy, and the potential widening of digital
divides. Within higher education institutions (HEIs), which are rich in information and where academic libraries play
a crucial role in knowledge curation, access, and literacy enhancement, these issues intersect with the primary objectives
of information professionals (such as librarians) who strive to provide equitable information services and develop

critical competencies among users.
NEP 2020 and AI Integration

The National Education Policy (NEP) 2020 highlights technology as a primary catalyst for educational accessibility,
equity, and quality. It proposes creating the National Educational Technology Forum (NETF) to direct the safe and
productive application of cutting-edge technologies like artificial intelligence, machine learning, and blockchain. The

policy encourages integrating computational thinking and Al into curricula to equip students for the digital economy.
Under NEP 2020, artificial intelligence integration spans three key sectors:

e Teaching and Learning: Adaptive, personalised platforms providing continuous feedback and differentiated

instruction.
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e Educational Management: Data-backed systems improving administrative governance, decision-making, and

operational performance.

e Teacher Professional Development: Al-driven resources supporting teacher training, evaluation tracking, and

adaptive instruction.

This integration aims to shift Indian schooling away from rigid standardisation toward a flexible, learner-focused

ecosystem that fosters creativity, critical thinking, and digital fluency for the needs of the twenty-first century.
Thematic Analysis
Theme 1: AI for Personalised Learning

Algorithms analyse individual student preferences, strengths, and deficits to tailor content suggestions, perfectly

aligning with NEP 2020’s student-centric goals of autonomy, flexibility, and multidisciplinary learning.
Theme 2: AI for Teacher Support

Artificial intelligence handles routine administrative chores—such as tracking progress, managing grades, and

organising study materials —allowing instructors to concentrate on direct mentorship and advanced pedagogy.
Theme 3: Equity and Accessibility

Text-to-speech engines, automated translation tools, and specialised assistive technologies improve access for students

with diverse linguistic backgrounds and disabilities, directly serving NEP 2020’s inclusive education objectives.
Theme 4: Ethical and Infrastructural Challenges

Despite high potential, implementation poses risks related to data security, bias, and uneven access to technology.
Under-resourced and rural institutions frequently lack the physical infrastructure required to sustain Al-integrated

learning.
Discussion

The fusion of artificial intelligence with NEP 2020 introduces both transformative prospects and systemic hurdles. While
intelligent systems can cultivate inclusive, efficient learning environments, success hinges on thorough educator
training, curricular redesign, and digital capability. Instructors remain indispensable as mentors, guides, and ethical

anchors—ensuring that technology serves educational aims rather than pure technical efficiency.

Furthermore, artificial intelligence reinforces NEP 2020's commitment to experiential and multidisciplinary study by
bridging fields and encouraging inquiry. Nonetheless, implementation must rely on stringent ethical oversight to

guarantee privacy, fairness, and equitable access across varied learning contexts.
The Ethical Imperative: Algorithmic Injustice and Student Vulnerabilities
1. Algorithmic Bias and Representational Harm

Machine learning models are inherently retrospective, optimising patterns from massive archives of legacy text and
data. Consequently, foundational architectures replicate, embed, and magnify historical exclusion, societal stereotypes,

and linguistic dominance.
In academic environments, this presents specific challenges:

e Linguistic Standardisation: Automated scoring software routinely penalises alternative dialects (such as non-
native syntax or African American Vernacular English), incorrectly equating standard vernaculars with

analytical intelligence.
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e  Culturally Biased Learning Materials: Autonomous content generation engines lean heavily toward Western,

Global-North viewpoints when processing historical, philosophical, or literary themes, frequently sidelining

indigenous knowledge systems.
2. Student Surveillance and Data Integrity

Modern instructional applications track extensive digital footprints: keystroke dynamics, response latency, webcam-
based affect recognition, and browsing trajectories. Commercial edtech suppliers frequently utilise closed, proprietary

methods, turning educational spaces into data-harvesting operations.

When teachers-in-training and students input sensitive academic, behavioural, or special-needs information into
consumer-grade generative tools, they expose private student metrics to unauthorised model training. Ethical Al
literacy demands rigorous data boundary protocols: stripping personal identifiers, enforcing minimisation principles,

and utilising platforms bound by institutional and legal privacy standards.
The Equity Paradox: Bridging the "Three Dividends"

Techno-solutionist narratives often claim that artificial intelligence will universally democratise elite education by
providing every student with a private virtual tutor. In practice, unregulated edtech expansion deepens existing

disparities across three distinct fronts:

Level 1: The Infrastructure Divide

Physical access to low-latency broadband, high-compute devices, and API
subscriptions

Level 2: The Pedagogical / Use Divide

Low-income learners are assigned passive drill-and-practice automation, while
affluent learners leverage Al for open-ended inquiry and creation.

Level 3: The Systemic Agency Divide

Marginalized populations subject to automated triage and algorithmic assessment,
while elite institutions preserve human mentorship and oversight

1. The Infrastructure Divide: Fundamental availability gaps persist. High-speed local hardware, low-latency
broadband connectivity, and advanced enterprise licenses (which offer secure privacy controls and advanced

reasoning engines) remain heavily concentrated in affluent households and well-funded schools.

2. The Pedagogical Divide: Evidence highlights a stark polarisation in deployment styles. Low-resource schools
primarily use Al for compliance testing, behaviour monitoring, and repetitive remedial drills. Conversely,
affluent institutions deploy these systems as creative ideation sandboxes to prompt complex problem-solving

and critical debate.

3. The Agency Divide: When algorithmic profiling automates grading or predicts student dropout risks in
underfunded districts, learners lose the contextual empathy and direct human mentorship necessary for

genuine psychological resilience and academic growth.
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Pedagogical Architecture: The U.S.E. Framework

To transition from theoretical ideals to practical execution, institutional curricula should organize Al literacy across

three progressive instructional tiers:

STAGE 3: EQUITABLE CO-CREATION

Design inclusive tools, advocate for algorithmic justice, preserve human
agency

STAGE 2: SCRUTINIZATION & ETHICS

Identify bias, audit hallucinations, protect student data, weigh privacy

STAGE 1: UNDERSTAND & NAVIGATE

Core mechanics, prompt iteration, operational affordances, limits

Stage 1:

Stage 2:

Stage 3:

Understand (Foundational Competency)
Target Audience: All students and educators.

Core Activities: Demystifying black-box structures. Learners run controlled experiments proving that language
models calculate probabilistic token sequences rather than engage in true cognition. Tasks focus on prompt

design, iterative refinement, and parameter tuning.

Benchmark: Students can articulate why Al models project an aura of authority even when generating false

references or erroneous mathematical outputs.
Scrutinise (Applied Ethics and Interrogation)
Target Audience: Secondary/tertiary students, researchers, and preservice educators.

Core Activities: Executing structured privacy stress tests and bias audits. Participants evaluate Al output
variations across cultural contexts, sanitise sample student logs prior to uploading, and test tools against

security guidelines.

Benchmark: Learners consistently recognise algorithmic stereotyping and maintain firm boundaries between

machine tasks and human accountability.
Equitable Co-Creation (Transformational Practice)
Target Audience: Educational leaders, instructional designers, and advanced students.

Core Activities: Deploying modular, open-source architectures to resolve local community problems. Students
evaluate training datasets, build contextual repositories for underrepresented dialects, and draft classroom

policies emphasising accessibility across diverse socioeconomic lines.

Benchmark: Learners construct educational projects that advance universal design for learning (UDL)

principles without compromising data sovereignty or student agency.
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3. Recommendations for Institutional Practice

e Restructure Teacher Education Programs: Embed mandatory coursework on ethical Al evaluation within
preservice educator programs, prioritising data protection, sanitation workflows, and authentic evaluation over

basic software training.

e Transition to Authentic, Process-Oriented Assessments: Substitute easily automated recall tasks with oral
exams, iterative portfolios, real-world projects, and class discussions that test critical thinking instead of surface-

level text generation.

e Mandate Vendor Transparency: Institutional purchasing panels must demand that commercial edtech vendors
supply audited data disclosures outlining training populations, bias safeguards, and clear data reuse

protections.

e Subsidise Equitable Infrastructure: Policymakers should secure site licenses for privacy-compliant digital

tools, ensuring that access to high-tier Al capabilities is not determined by local tax revenues or personal wealth.
4. Conclusion

Artificial intelligence in education is neither intrinsically liberating nor destructive; rather, it acts as an amplifier of
current institutional habits. Uncritical implementation risks entrenching digital divides, mechanising instructional

practices, and turning students into passive data commodities.

When anchored in an intentional pedagogical framework that pairs technical proficiency with equity policy and ethical
interrogation, artificial intelligence can support human agency. Ultimately, the goal of educational technology
scholarship is not to replace learners and educators, but to equip them with the authority and critical insight required

to direct technology toward a fairer, more inclusive society
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